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Development of an automated system model of
information protection in the cross-border

exchange

Begimbayeva Yenlik*, Ussatova Olga?, Biyashev Rustem® and Nyssanbayeva Saule!

Abstract: A model of an automated system for secure cross-border information
exchange is considered. This automated system presents as a complex of the
following modules which ensure the information security: data encryption, an
electronic digital signature (EDS), access control to the stored information based on
two-factor authentication, resolution of possible conflict situations. In this paper,
models of two modules for an automated system are described: the electronic
digital signature and access control to information based on two-factor authenti-
cation. The mathematical model of the formation and verification of the digital
signature is described in detail. The phased software implementation of this model
with the analysis of the results is described. The two-factor authentication algo-
rithm based on the authenticator program and a mobile phone is considered.

A secret string generator based on the method of exhaustive search was carried
out. A generator of trigonometric functions is described, which is used to calculate
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a one-time password. The phased software implementation of this model is given.
The analyzed results of the algorithm are presented.

Subjects: Applied Mathematics; Cryptography; Mathematical Modeling

Keywords: cross-border information exchange; information security; digital signature;
nonpositional polynomial notations; two-factor authentication; data security;
identification

1. Introduction

In modern conditions, a large amount of information in electronic exchange has led to an increase
in the relevance of the tasks of creating an automated system of secure electronic information
exchange. Protection of information in automated systems (AS) is an extremely necessary task
that ensures its reliability, safety and confidentiality (Ivanov, Yurchenko, & Yarmonov, 2016).

State Standard of the Republic of Kazakhstan (2019) defines the automated system as a system
consisting of personnel and a set of automation tools for its activities, implementing information
technology for performing the established functions. Information in the AS is safe if all compo-
nents of the automated system protected from possible threats at the required level. The auto-
mated systems that provide security information are called secure (Zegzhda, 1996).

When sending information from a company (resident) to another (non-resident), as a rule,
adhere to corporate, industry and national requirements for such exchange. However, the situation
between departments of different states in cross-border interaction becomes more complicated.
The solution to this issue was successfully achieved in the European Union member countries. In
order to realize a legally meaningful interaction, they took into account the laws and requirements
for cooperation of the 28 countries of the European Union. The creation of such an exchange took
more than 10 years. The exchange of documents between the “Department-Department” and
“Department-European Commission” units was initially carried out based on the EDS. Along with
this, the opportunity of exchange was realized based on the third trusted party—exchange
operators. In August 2014, after the appearance of a new legal act on electronic identification
and trust services for electronic transactions in the domestic market, and the repeal of Directive
1999/93/EC appeared in the possibility of implementing exchange (Anikin et al., 2017).

The Law of the Eurasian Economic Union (EEU) has rules that define the concept of cross-border
space of trust, which is necessary to create a legally significant cross-border electronic exchange
of documents. In this case, national law regulates the implementation of cross-border electronic
exchange of each member of the EEU. This Union does not have a single cryptographic algorithm
that could be used for cross-border interaction and this is the problem of secure cross-border
information interaction in the EEU (Gaydamakin, 2003; Hosmer, 1993; Sandhu & Samarati, 1994;
The Secret of Cross-Border Correspondence, 2017).

In a cross-border exchange, each automated workstation is the property of one of the interact-
ing parties and protected by means of protection adopted in the corresponding party. Each of the
parties determines the protection of their workplace: cryptographic and hardware-software means
of protecting information, including from unauthorized access, as well as other necessary hard-
ware and software (Biyashev, Nyssanbayeva, & Begimbayeva, 2016). Consequently, there is a need
to develop an automated system (AS) of secure cross-border information exchange (SCBIE).

The developed automated system of SCBIE consists of a set of information protection modules:
data encryption, electronic digital signature (EDS), access control to the stored information in the
databases based on two-factor authentication and module of resolution of a possible conflict
situation. Models of two modules for an automated system are further described in Sections 1 and
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2: the electronic digital signature and access control to information based on two-factor
authentication.

Important in ensuring information security in the automated management system is ensur-
ing the availability and integrity of configuration management information and personal data
information. Increased attention has been paid to the prevention of unauthorized access to the
system to maintain its stable functioning. However, due to the constantly increasing number of
different services and various attacks on user accounts, there is a need to use two-factor
authentication methods to ensure information security. In the past decade, these methods
have been widely used in various areas of information and communication technologies. They
are related to issues of identification and access of a subject to confidential information. They
are trusted by a large number of companies, including high-tech organizations, financial and
insurance sectors of the market, large banking institutions and public sector enterprises,
independent expert organizations, as well as research firms. Consider the algorithm of two-
factor authentication based on the authentication program and a mobile application for secure
user identification.

2. Development of the electronic digital signature module for the automated system

2.1. Development of the digital signature algorithm based on modular arithmetic

The electronic digital signature (EDS) module for the automated system of the information security
in the process of cross-border exchange is developed. The extension (modified) algorithm for
formation and verification EDS based on nonpositional polynomial notations (modular arithmetic
or number systems in residual classes with polynomial bases) and the digital signature DSS.
Nonpositional polynomial notations (NPNs) allow creating effective cryptographic systems of
high reliability, which enable the confidentiality, authentication and integrity of stored and trans-
mitted information (Biyashev, 1985; Biyashev & Nyssanbayeva, 2012).

To create the signature of an electronic message M (hereinafter—the message) of a given length
of N bits based on the extension (modified) algorithm, the following steps are necessary:

Stage 1. Formation of the nonpositional polynomial notations (NPNs). In NPNs, the bases are
irreducible polynomials over a field GF (2). For the process of NPNs formation for the message M of
a given length N bits by choosing a system of polynomial bases is formed:

p1(x),p2(X), .., Ps(x) (1.1)

where p;(x)—irreducible polynomials with binary coefficients of degree m; respectively, i = 1,s.
These bases are called working bases. The main working range in NPNs is represented by
a polynomial P(x) = p1(x) - p2(X) - - - ps(x) of the degree m = m; + m;, + ...+ ms. According to the
Chinese remainder theorem, the entire selected working base should be different from each other,
even if they are irreducible polynomials of one degree.

In the NPNs, any polynomial F(x), whose degree is less than m, has a non-positional representation
as a sequence of residues from its division into working bases p1(x), p2(x), ..., ps(x), which is unique:
F(x) = (a1(x), az(x), ..., as(x)), (1.2)

where F(x) = a;(x)(mod(p;(x))), i = 1,s. The positional representation of F(x) is reconstructed from

its form (1.3) (Biyashev, 1985; Biyashev & Nyssanbayeva, 2012).

_ Ps(x)
Pi(x)

F(x) = X5 4 ai(x)Bi(x), Bi(x) Mi(x),i=1,s (1.3)

Polynomials M;(x) are been chosen to satisfy the congruence in (1.3).

Page 3 of 13



Yenlik et al., Cogent Engineering (2020), 7: 1724597 “lk;' Cogent Y=l g | nee ri N g

https://doi.org/10.1080/23311916.2020.1724597

Stage 2. Formation of EDS keys. For each of the working base numbers, the corresponding
generating elements (polynomials) g;(x),g2(x),...,gs(x) are selected. Generating polynomials
are analogous to primitive elements in finite field modulo prime number, of degree g;(x) is less

than m;, where i=1, s. Then, the primitive element of the extended EDS algorithm is interpreted as a
sequence of residues from the division of a certain polynomial g(x) by the working base numbers
p1(x),p2(x),...,ps(x) respectively (Kalimoldayev, Biyashev, Nyssanbayeva, & Begimbayeva, 2016):

9(x) = (91(x),92(x), - .-, 9s(x)) (1.4)

where g(x) = gi(x)(mod(pi(x))), i =1,s.
The sender’s private key b in the range of [1,2™] and g;(x), which is a divider p;(x) — 1is selected.

The value of the public key y(x) is calculated:
y(X) = (yl(x)’yz(x)v'”’ys(x)) (15)

where y(x) = g2(x)(mod(pi(x))),i = 1.5.

Stage 3. Hashing the message. The developed extended EDS algorithm uses the procedure for
calculating the hash value h(x) in NPNs.

h(F(x)) = (as11(x), asi2(%), - -, asu (X)), (1.6)

where as.1(X), as2(X), ..., as.y(x) — redundant residues (remainders) from dividing the reconstructed
polynomial F(x) by redundant bases ps1(x), Ps:2(X), ..., Ps+u(X).

Stage 4. Formation of EDS. A random integer k is selected from the range [1,2™M].

The polynomial r(x) = (r1(x),r2(X),...,rs(x)) is represented in a nonpositional form as
a sequence of residues from their division into bases of the NPNs and is calculated as

ri(x) = gf(x)(mod(pi(x))),i = 1,s (1.7)
then, w(x) = (wy(x), wz(X),...,ws(x)) calculated as
wi(x) = k™1 (h(x) + b + k)mod(gi(x)),i = 1,5 (1.8)

Digital signature for the message M is a pair of polynomials (r(x), w(x)).

For the developed extension algorithm for the formation of EDS, an algorithm for verification of
the EDS is created.

Stage 5. Verification of a digital signature is carried out as follows:
The versions (r(x), w(x)) received by the addressee are denoted by (r'(x), w'(x)).
Calculates the hash valueh; (x) from the received message M'.

The polynomial v(x) = (v1(x),v2(X),...,vs(x)) is calculated as a sequence of residues from their
division into bases of the NPNs and is determined as

v(x) = g (uy™ (x)(mod(pi(x) (1.9)
where polynomial values are calculated as uji(x) = (h1(x)w=1(x))mod(q(x)) and u,(x) =

(r'(x)y(x))mod(p;(x)).
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If the equality r'(x) = v(x) is satisfied, then the EDS is accepted, i.e. during the transmission, the
integrity of the message is not compromised. If the equality is not fulfilled, the EDS is considered invalid.

2.2. Software implementation of the digital signature module

The algorithm that was described in Section 1.1 is software implemented: the computer
program “Tanba NPNs 1.1” has been created (Figure 1). The program consists of three tabs
on which interface elements are grouped (text fields, buttons, etc.). These tabs are used to
enter parameter values and run to perform the specified functions. Switching between sections
is done by selecting the appropriate tab: (1) Generation of cryptographic parameters (Figure 1
(a)). The first tab generates cryptographic parameters by selecting the length in bits. Next, you
need to save the generated private key. (2) Formation of EDS (Figure 1(b)). In the second
section, the EDS of the signed message formed. To do this, open the private key and select the
message to be signed by clicking the “Browse” button and select the file. Next, you need to
generate a digital signature of this message, by clicking “Calculate”. In the beginning, for each
message block the EDS is calculated, according to the algorithm which is performed above, and
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the EDS of the entire message is the bitwise sum of the EDS of all the blocks. Then, the formed
EDS is saved and “Send” for verification. (3) Verification of EDS (Figure 1(c)). The third section
verifies the received EDS messages and the authenticity of the message. To do this, open the
signed message by clicking the “Browse” button and select the file and then click the
“Verification” button. During the process of verification, the EDS, a window opens to show
the process of verification of EDS and its result.

Table 1 shows the results of the formation and verification of EDS for different lengths of the
message block and key.

As seen from Table 1, with increasing key sizes, signature formation for the same file based on
the above algorithm is slower. On the other hand, the formation of a signature using this algorithm
is faster than verification signatures.

3. Development of the algorithm of two-factor authentication based on the
authentication program

3.1. The algorithm for generating a temporary password

Consider an example of the proposed information protection system using a combination of
two factors: permanent and temporary passwords (Nyssanbayeva, Wojcik, & Ussatova, 2019).
The user chooses a permanent password (the first factor) himself and uses it when register-
ing an account (account). Before this, authorization must be registered in the application.
After that, the application starts to enter user data (login and password), which must
correspond to the registered data. Then, you need to enter the application on your smart-
phone and enter the initial data to generate a temporary password. A one-time or temporary
password (the second factor) is generated on the server according to the proposed algorithm
(Two-factor authentication, 2019) and is valid for a specific length of time for one authenti-
cation session. The advantage of a one-time password is that the password is not reused.
Thus, an attacker who intercepted data from a successful authentication session cannot use
the copied password to gain access to the protected system. The generation of a temporary
password is possible online. To obtain a temporary password, additional software is used
(Figure 2).

The software sends a request to the authorization server to generate a temporary password.
This temporary password is generated on the server and displayed to the user in additional
software on the smartphone. This temporary password has a short duration of 20 seconds. The
temporary password is generated based on the result of the selected trigonometric function,
which has a number of variable parameters. The trigonometric function is combined into
a table, the dimension of 256 X 256 is a multiple of degree 2. The choice of this function
and its initial parameters is based on the result of the hash function of the SHA256 standards
(FIPS 140-2 Standard and self-Encryption Technology, 2018; National Institute of Standards and
Technology (NIST), 2018; Two-factor authentication, 2019). This is a cryptographic hash func-
tion developed by the US National Security Agency (National Security Agency, 2018). The
purpose of the hash function is the transformation (or hashing) of an arbitrary set of elements
in the data into a fixed-length value. This value will characterize the set of source data without
the possibility of extraction.

The input string for the hash function is a combination of user credentials, the current Greenwich
Mean Time, and an additional secret string. The result of the hash function is divided into individual
numbers, which will be the indices for selecting the function and its initial data. The secret string is
a required field that will be randomly selected from the array. The secret line at each input is
named, which makes it much more difficult to open the initial input line, which allows you to
further strengthen the protection.
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The initial data for the input string will be the following values:

Login: userl6

assword: pass17word
- Current moment: 2019 11 21 15:19:31

Secret line: salLte

The input line will look like:
userl6pass17word20191121151931salte

The result of the SHA256 hash function is as follows:
90CC9939B3C0O5AA8D36A16B95EES5416B19632332CFCF46B30C4D37DFDE3F7DB7

The first symbols of the result are used to select a trigonometric function. Then, the index of the
function in the table with the size of 256 x 256 will be (42, 168)—the decimal representation of the
hexadecimal numbers 2A, A8. Using this index, the function will be selected and its parameters will
be determined. Two hexadecimal numbers from the end of the hash function are used as initial
parameters, and a hexadecimal number from position 10 is used as the “x” value. Based on the
results of the calculation, the numbers after the comma are taken from the fifth position and the
length in six digits.

For the formation of a secret string, a generator has been developed that allows one to
randomly form words. Word dictionaries were not used, as words are easier to crack. The gen-
erator is based on the use of the Latin alphabet of capital and uppercase characters in a total of
52. The length of the generated word is 5 characters (Ussatova & Nyssanbayeva, 2019).

For the analysis of the generator used the method of complete enumeration. According to this
method, the length of the string is taken into account (the length of the string is 5 characters in the
appendix) and, for example, the search speed of 100,000 words per second is used. The number of
options is calculated by the formula (2.1) and the search time is calculated by the formula (2.2):

S_A" (2.1)

where S is the number of options, A is the number of characters, and n is the length of the string.
ST=S/P (2.2)
where ST is the search time, S is the number of options, and P is the search speed.

For example, we calculate the time of crossing:

S =525 = 380,204,032
ST = 380,204,032/100,000 = 3802, 04032 seconds/60 = 63 minutes.

An example of the analysis of the generator is presented in Table 2.

It can be seen from the table that five characters are sufficient to generate a secret word since
the secret word is one of the parameters for hash generation.

Due to the fact that, according to the developed two-factor authentication algorithm, the

generation of a one-time password occurs every 20 seconds, the probability of hacking the
generated secret word is almost impossible. This confirms the efficiency of the proposed generator.
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Table 2. Analysis of the generator

Number of characters | Number of options Persistence Search time

1 52 5 bit Less than a second

2 2704 10 bit Less than a second

3 140,608 15 bit 1 second

4 7,311,616 21 bit 1 minutes 22 seconds
5 380,204,032 26 bit 63 minutes

6 19,770,609,664 31 bit 55 hours

The obtained data of the secret string are used to select the trigonometric function. For
implementation, a generator of trigonometric functions has been developed, the use of which
will greatly facilitate their formation.

To generate a trigonometric function, the number of variables is taken as the basis. There are
seven of them in this generator: a, b, ¢, x, y, p1, p2. Initially, a list of variables is formed, resulting in
a random number of variables Count from 1 to the number of variables minus 1. Then, the array is
searched through the array with certain variables N times based on a random number from 0 to
the length of the array minus 1. Read variable from the array, which is added in the new array and
removed from the old. After the cycle is completed, a list of variables for the function is formed.
Based on this list, the constituent parts (Math.sin (a), 1/Math.tan (p2)) of the format—*“[‘Math.sin
(), ‘Math.cos (), ‘Math.tan () ¢} (1/Math.tan ()) ¢’ () ‘I”. The ComponentsCount function (the number
of elements minus 1) starts the loop through the array with the generated variables. In the loop at
each step, a random number componentindex from O to componentsCount is formed. The
element with the corresponding value of the componentindex is converted by replacing the
symbol “with a variable from the list and added to the new array. As a result, a list of component
parts with variables is formed. Next, rows are formed based on a random number from 1 to 3. In
the cycle, the components, separated by signs of mathematical expressions, merge randomly. As
a result, we obtain a generated string function, which we use to calculate a one-time two-factor
authentication password.

3.2. The software implementation of the algorithm
The software implementation of the considered algorithm is presented in Figure 2.

Then, the temporary password will be the number that must be entered into the application (Figure 2).

Consider the effect of generating a temporary password on the software implementation of
information security tools based on two-factor authentication. For assessment of the sgenirovanny
temporary password, different input data that show efficiency of realization of an algorithm were
taken. Table 3 shows the results of the study of the generation of a temporary password according
to the algorithm described above.

Table 3 shows the generation of a one-time password, which consists of five columns:

(1) Column “N° s/n“—sequence number of locks;

(2) Column “Input data“—credentials for user authorization (Login, Password, Current moment,
Secret line);

(3) Column “Hash value“—the obtained hash value, which is used for operation of the algorithm
described above;

(4) Column “Trigonometric function® is a trigonometric function and a series of variables that is
generated from the 256 X 256 array by random;
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(5) Column “Password generated“—received a one-time password from the result of the calcu-
lation of trigonometric function.

The analysis of the work showed that the software implementation corresponds to the described
algorithm. The developed client-server application works correctly, the generated one-time pass-
word is not repeated and changes even when entering duplicate data. The proposed two-factor
authentication method can, is an additional means of protecting information stored in the system.

4. Conclusion

Cryptographic strength of the developed extension algorithm of EDS based on NPNs is character-
ized by the full secret key. This key is dependent on key length (pseudorandom sequence), on the
chosen system of polynomial bases of NPNs, and on the number of all possible permutations of
bases in the system. In NPNs, the cryptographic strength of the algorithm for generating an
electronic digital signature (EDS) is also significantly increased, with a significant reduction in the
length of the hash value and signature. The extension algorithm of EDS based on NPNs is used in
the creating of this system.

The use of two-factor authentication allows you to enhance the protection of information. The
proposed algorithm will eliminate the existing disadvantage of using two-factor authentication
based on SMS—messages, since the proposed method uses two types of two-factor authentica-
tion: the authenticator application and input verification using a smartphone based on the client-
server application. The use of generators to work in the formation of a one-time password allows
you to enhance the level of protection of the described system. The software implementation of
the proposed method shows that the considered algorithm works correctly and corresponds to
described above.

In the Republic of Kazakhstan, the results of the research will be used in the automated system
of information protection in cross-border exchange.
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